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DETAILED ACTION 

1 . This action is in response to tine amendment filed on 02/24/2009. 

2. Claims 1-2 have been amended. 

3. Claims 3-4 have been added. 

4. Claims 1-4 are pending for consideration. 

Response to Arguments 

5. Applicant's arguments with respect to claims 1-4 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

7. Claims 1-4 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Tatebayashi et al. (US 20050102527) (hereinafter Tatebayashi). 

8. Regarding claim 1 , Tatebayashi discloses a peripheral device for a 
programmable logic controller, the peripheral device comprising: 
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an encryption means for encrypting peripheral device autlientication data used in 
authentication for authorizing use of programmable logic controller peripheral device 
itself, encrypting data used in the programmable logic controller, and encrypting 
authentication data that is established in the programmable logic controller and that 
verifies whether or not communication with the programmable logic controller is 
authorized for the data used in the programmable logic controller (Tatebayashi: see 
figure 2, figure 5 and paragraphs 01 18, 0145, 0186 and 0248: each of these devices 
can judge whether the other device is an authorized device. During the authentication 
process, three information transfers, that is, the transfer of encrypted inherent key, the 
transfer of authentication information, and the transfer of encrypted authentication 
information, are performed between these devices); 

an external storage means for storing at least peripheral device authentication 
data having been encrypted (Tatebayashi: paragraphs 0083, 0101 and 0109); 

an internal storage means for storing at least peripheral device authentication 
data having been encrypted (Tatebayashi: paragraphs 0145 and 0160); 

a decryption means for decrypting the peripheral device authentication data, the 
data used in the programmable logic controller, and the authentication data 
(Tatebayashi: see figure 5 item 333 and paragraphs 0145, 0160, 0170 and 0248); and 

a verification means for determining whether or not Use of the programmable 
logic controller peripheral device is authorized, by checking peripheral device 
authentication data read out from the external storage means and decrypted, against 
peripheral device authentication data read out from the internal storage means and 
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decrypted (Tatebayashi: paragraphs 0109, 0181: decryption unit receives the encrypted 
random number SI from the communication unit 340, 0183 and 0185-0186: compares 
the random number R'1 with the random number R1 . If... matches... memory card 200 
placed in the memory card writer is an authorized device). 

9. Regarding claim 2, Tatebayashi further discloses wherein when communication 
between the programmable logic controller and the programmable logic controller 
peripheral device is via a network: the encryption means is further for encrypting 
network authentication data for authorizing the communication between the 
programmable logic controller and the programmable logic controller peripheral device 
(Tatebayashi: paragraph 0248); the external storage means is further for storing the 
network authentication data (Tatebayashi: see figure 4); and the decryption means is 
further for decrypting the network authentication data stored In the external storage 
means (Tatebayashi: see figure 5 item 333 and paragraphs 0145, 0160 and 0170). 

10. Regarding claim 3, a peripheral device for a programmable logic controller, the 
peripheraldevice comprising: 

an encrypter that encrypts peripheral device authentication data used In 
authentication for authorizing use of the programmable logic controller peripheral device 
itself, encrypts data used in the programmable logic controller, and encrypts 
authentication data that is established in the programmable logic controller and that 
verifies whether or not communication with the programmable logic controller is 
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authorized for tlie data used in tlie programmable logic controller (Tatebayashi: see 
figure 2, figure 5 and paragraphs 01 18, 0145, 0186 and 0248: each of these devices 
can judge whether the other device is an authorized device. During the authentication 
process, three information transfers, that is, the transfer of encrypted inherent key, the 
transfer of authentication information, and the transfer of encrypted authentication 
information, are performed between these devices); 

an external storage that stores at least peripheral device authentication data 
having been encrypted (Tatebayashi: paragraphs 0083, 0101 and 0109); 

an internal storage that stores at least peripheral device authentication data 
having been encrypted (Tatebayashi: paragraphs 0145 and 0160); 

a decrypter that decrypts the peripheral device authentication data, the data used 
in the programmable logic controller, and the authentication data (Tatebayashi: see 
figure 5 item 333 and paragraphs 0145, 0160, 0170 and 0248); and 

a verifier that determines whether or not use of the programmable logic controller 
peripheral device is authorized, by checking peripheral device authentication data read 
out from the external storage and decrypted, against peripheral device authentication 
data read out from the internal storage and decrypted (Tatebayashi: paragraphs 0109, 
0181 : decryption unit receives the encrypted random number S1 from the 
communication unit 340, 0183 and 0185-0186: compares the random number R'1 with 
the random number R1 . If... matches... memory card 200 placed in the memory card 
writer is an authorized device). 
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1 1 . Regarding claim 4, wherein when communication between the programmable 
logic controller and the programmable logic controller peripheral device is via a network: 
the encrypter is further for encrypting network authentication data for authorizing the 
communication between the programmable logic controller and the programmable logic 
controller peripheral device (paragraph 0248); the external storage is further for storing 
the network authentication data (Tatebayashi: paragraphs 0083, 0101 and 0109); and 
the decrypter is further for decrypting the network authentication data stored in the 
external storage (Tatebayashi: see figure 5 item 333 and paragraphs 0145, 0160 and 
0170). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRANG DOAN whose telephone number is (571)272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William R. Korzuch can be reached on (571) 272-7589. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Trang Doan/ 
Examiner, Art Unit 2431 



/Christopher A. Revak/ 
Primary Examiner, Art Unit 2431 



